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"DRM is not a selling point. There’s no
one who’s ever bought a book because it
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Digital Rights Management

® |deological wars

e RMS’ “Digital Restrictions Management”

® Hackers & Crackers
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Current DRM Systems
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Current DRM Systems

® Adobe Content Server / Digital Editions
® Amazon Kindle DRM
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Current DRM Systems

® Adobe Content Server / Digital Editions
® AmazonKindle DRM
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Adobe Content Server

® Widespread use today
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Adobe Content Server

® Widespread use today
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Adobe Content Server

® Widespread use today
- ¢ EPUB2compliant










Four Components

® User Authentication

® Devi Reading Syst ) Authenticati
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Two Components

® | ser Authentication

[ ] [ [ ] [ ]
® eviCeE cading stem uthentication
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Authentication

® Guaranteed identity

® Absolute requirement for any rights
management

® |dentifying a user — are they a purchaser?

o The PrlmeAlm guaranteed compensatlon_ o
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Authentication

® Guaranteed identity

® Absolute requirement for any rights
management

® |dentifying a user — are they a purchaser?

® The Prime Aim: guaranteed compensation
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Authorization

® Action-by-action

® ‘“Read content” is an authorized action
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Authorization

® Action-by-action

® “Read content’ is an authorized action
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Libraries

® | oan out content

® Specific time-frames

") leferlng authentlcatlon requwements’
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Libraries

® | oan out content

® Specific time-frames

® Differing authentication r
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Denying Authorization

® Encrypted content




ldentities

® Four things to identify:




ldentities

® Four things to identify:

® [he consumer,i.e. the person reading

now
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ldentities

® Four things to identify:

® [he consumer,i.e. the person reading

now
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ldentities

® Four things to identify:

® [he consumer,i.e. the person reading
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ldentities

® Four things to identify:

® [he consumer,i.e. the person reading

~ now
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Watermarking

® Four things to identify:

® [he consumer,i.e. the person reading

now
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Lightweight Content
Protection

® Four things to identify:

® [he consumer,i.e. the person reading
now




Strong DRM

® Four things to identify:

® [he consumer,i.e. the person reading
now _ _




EPUB 3 Support

® EPUB 3 defines some things

® Enc
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Readium

® Started as a web-based reference
implementation of EPUB 3 via Chrome
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Readium SDK

® A commercially-viable native EPUB 3
implementation
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Readium LCP

® A specification for Lightweight Content
Protection

o

o esighed 1Tor both commercial sales an
‘ p . i : . , . )
i« PR TP R e T TN el R DE @ BN T v ey et At i Chm I ie L T Sl R o A fe g, L S 2 A8 Ja A A Ry ROk SRl PREEET R B0 T L TN
PR il 4l Eent g O S e h A S X ey <Rl -,, g TR B b E s B *,—_." OV O £ R SRR AT ‘li‘v AUz e Uoe oo =

i -
-
(L = . -
> r e 3 9 g T




Readium LCP

® Draft proposal available online

® https://dl.dropbox.com/u/896638/Kobo-
EPUB-LCPpdf
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Readium LCP

® |nput from libraries much appreciated

® The primary features of Readium LCP
are geared towards your use cases

o T’ Be e PN 2 S e L IS oty o e =) oo g e 23 e pdal T ot e .
Lha ¥ Sl R VS W i PER A L LY - = : gt - » > Ll Lo - . L RS ) e Y "
o - 1 oo — » d . = - - - - 4
. = i g B Aty . oy o Pl R 0 SRR Belsad =N PR TARIT e Som tly el ("‘." aler e Ot R 57 AN MR
s T T % ol Al D T — . b . 3T P v T - > - s Ly O _—— =

.



http://readium.org
http://readium.org

EPUB 3 Digital Rights
Management



mailto:jdovey@kobo.com
mailto:jdovey@kobo.com

